AGENDA

MDISS FALL CONGRESS 2017

October 31st & November 1st, 2017 -- GEORGE MASON UNIVERSITY SCHOOL OF LAW

DAY ONE

Tuesday, October 31st

GMU FOUNDERS' HALL ( AUDITORIUM)

7:00AM 60 Tea & Coffee + Check-In in the Lobby

Suzanne Schwartz, Associate Director for Science & Strategic Partnerships, US Food and Drug Administration: A MEDICAL DEVICE CYBER-
8:00AM 40 |SAFETY ECOSYSTEM: THE FDA'S STRATEGIC AND TACTICAL PLAN

Michael McNeil, Head of Product Security & Services Office, Philips, NHISAC Board Member,and Zach Rothstein, JD, AVP, ADVAMED:
8:40 AM 40 |INSIGHTS FROM THE EXPERIENCES OF 2010 -- 2017

Ken Hoyme, Boston Scientific; Phil Englert, VP Health Systems, MDISS; Randy Ledsome, National Lead, VA Security Field Services;
9:20AM 40 |MATURITY-BASED ROADMAPS TO ACCELERATE PROGRESS: 2017 - 2020

Jamil Jaffer, Director, National Security Institute at George Mason University: NATIONAL SECURITY PERSPECTIVES: APPLIED INNOVATION
10:00AM |~ 30 |FOR CYBER PREPAREDNESS AND RESPONSE
10:15AM 15 Morning Break

Dr. Rita Colwell, Founder and Chairman, CosmoslID and Former Director, National Science Foundation: MEDICAL DEVICES FOR THE
10:30AM 130 PEQPLE! THE IMPERATIVE AND IMPACT OF MEDICAL DEVICE INNOVATION FROM IDEATION TO CELEBRATION

Dr. Dale Nordenberg, Executive Director, MDISS, HAI NGO, New York University, Tobey Clark CCE CHTM, Director, Technical Services
.00 AM " Partnership, University of Vermontt: CYBER RISK INFORMATION SHARING: UNDERSTAND, EVALUATE, MITIGATE RISK

Dr. Boris Lushniak, Rear Admiral and acting US Surgeon General (retired), United States Public Health Service Commissioned Corps, and
140 0 Dr. Bob Gold, Professor, Behavioral and Community Health at University of Maryland; PREPAREDNESS AND RESPONSE IN PUBLIC

' HEALTH: UNDERSTANDING JURISDICTIONAL GAPS THAT CREATE RISK

12:20PM 50 LUNCH, generously sponsored by CYNERGISTEK

Jodi Daniel, Partner, Crowell & Moring LLP: LEGAL PROTECTIONS FOR CYBER INFORMATION SHARING: STRENGTHS AND WEAKNESSES
1:10PM 30

Evan Wolff, Partner, Crowell & Moring LLP: ISAO IMPACT ANALYSIS: ORIGINS, EXAMPLES, AND OPTIMIZATION FOR HEALTH SERVICES
TAOPM |30 |RESILIENCY

Dan Perrin, President, Council to Reduce Known Cyber Vulnerabilities and Jodi Daniel, Partner, Crowell & Moring LLP: MEDICAL DEVICE
2:10PM 40 |CYBERSECURITY LEGISLATION OF 2017: FOUR BILLS IN FOUR MONTHS AND MORE TO COME: WHAT DO THEY MEAN?
2:50PM 15 BREAK

Shawn Anderson, Information Security Officer, Intermountain Health; Tobey Clark, Director of Technical Services, Partnership at the
3:05 PM 40 |University of Vermont; Hai Ngo, Chief Information Security Officer, NYU Langone Medical Center: HEALTH CARE RESPONDS: THE

WANNACRY EFFECT
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Kurt Stammberger, MDISS Congress Chair (Moderator), Sam Chawki, CEO, MagicCube; Clyde Hewitt, Vice President, Security Strategy,
3.45PM 40 |Cynergistek: TOTALLY NEW APPROACHES TO MITIGATING RISK: HOW CAN PROVIDERS ACCELERATE ADOPTION OF INNOVATION...WHILE |1 cspay
KEEPING PATIENTS SAFE?

Axel Wirth, Distinguished Technical Architect, Symantec, Mike Taborn, System Architect, Health 10, Nancy Zayed, Founder and CTO,
4:25PM 40 |MagicCube: CYBERSECURITY: 2010 TO 2020 PERSPECTIVE ON WHAT IT MEANT AND WHAT IT WILL MEAN TO HEALTH SERVICES? TUESDAY

Gail Belles, CISSP, MDISS, Michael Lane, Assistant Director, Clinical Engineering, University of Vermont, Patrick Yip, Principal Architect,
80SPM 1 30 ISecurity Engineering,: ASSET DISCOVERY: THE ART AND THE SCIENCE TUESDAY

6:35PM 60 COCKTAILS at THE LIBERTY TAVERN, 3195 Wilson Blvd, Arlington. TUESDAY

7:35PM 120 TUESDAY

MDISS FALL CONGRESS CONTINUES ON WEDNESDAY. V. V. V. V. V. V. V. V. V. V. VW SEEBELOW!

AGENDA - DAY TWO
MDISS FALL CONGRESS 2017

October 31st & November 1st, 2017 -- GEORGE MASON UNIVERSITY SCHOOL OF LAW

DAY TWO Wednesday, November 1st

GMU FOUNDERS' HALL (AUDITORIUM)

7:30AM 30 Tea & Coffee in the Lobby WEDNESDAY

Joe Lewelling, Vice President, Emerging Technologies and Health IT, AAMI; Ken Hoyme, Director of Product Security, Boston Scientific
8:00 AM 40  |Corporation: HEALTHCARE TECHNOLOGY MANAGEMENT: THE BEST PRACTICES AND STANDARDS DRIVING IMPROVEMENTS IN MEDICAL  {,\/cpnespay
DEVICE SECURITY

Chris Wlaschin, Chief Information Security Officer, US Department of Health and Human Services; Steve Curren, Director, Division of
8:40 AM 40  |Resilience, US Department of Health and Human Services: PUBLIC/PRIVATE PARTNERSHIPS - DRIVING OPPORTUNITIES FOR CYBER WEDNESDAY
PUBLIC HEALTH

Doug Maughn, Division Director, US Department of Homeland Security; Chase Garwood, Operational Research, US Department of
9:20 AM 40 |Homeland Security: APPLYING CYBER INNOVATION FOR MORE RESILIENT HEALTH SYSTEMS WEDNESDAY

Anne Edwards, NR Paramedic, Director of Intelligence and Emergency Operations, MESH Coalition: A RECIPE FOR RESILIENCE:
10:00 AM 30 |SYSTEMATICALLY PREPARING ORGANIZATIONS TO MITIGATE, RESPOND AND RECOVER MORE EFFECTIVELY FROM DISASTERS WEDNESDAY

10:30 AM 15 BREAK WEDNESDAY




Dr. Joe Schneider, SVP (ret'd) Chief Health Information Officer, Indiana University Health; John C “Jack” Lewin MD, Chairman, National
Coalition on Health Care, Founder and Principal, Lewin and Associates LLC, Dr. David Klonoff, Director, Diabetes Technology Society:

11:00 AM 40
CLINICIANS COMMITTED TO CYBER SAFETY: POLICY, PRACTICE, INFORMATICS, AND TRANSFORMATION
Dr. Dale Nordenberg, Executive Director, MDISS and John C “Jack” Lewin MD, Chairman, National Coalition on Health Care, Founder and
11:40 AM 40 |Principal, Lewin and Associates LLC, Dr. David Klonoff, Director, Diabetes Technology Society: Evidence-Based Cybersecurity: OPTIMIZING
PATIENT AND POPULATION OUTCOMES THROUGH PUBLIC HEALTH BEST PRACTICES
Michael Lane, Associate Director, Instrumentation & Technical Services, University of Vermont ; David Chartier, CEQ, Novasano, Chris
12200 | a0 |Clark, Security Engineer, Synopsis: WHISTLTESTING LAB NETWORK : ACOMMUNITY OF PRACTICE FOR TRAINING AND BESTING
PRACTICES
1:00 PM 45 LUNCH: generously sponsored by MagicCube
Steve Abrahamson, Sr Director, Product Cyber Security at GE Healthcare; RISK DEFINED AND MANAGED ACROSS THE LIFE CYCLE
1:45PM 30
Ken Hoyme, Director of Product Security, Boston Scientific Corporation; Colin Morgan, Director, Cyber Security, Johnson and Johnson;
2:15PM 40 |EMERGING BEST PRACTICES, STANDARDS, AND CERTIFICATIONS: A 2010 - 2020 PERSPECTIVE FOR DEVICE AND PATIENT IMPACT
Bill Hagestad I, Senior Principal Security Engineer, R & D at Smiths Medical: VULNERABILITY DISCOVERY, VALIDATION, AND
Z35PM 30 |COORDINATED DISCLOSURE: CHALLENGES AND CURRENT BEST PRACTICES
Speaker TBD - Medical Device Manufacturers: OPTIMIZING OPPORTUNITIES IN THE CHANGING LANDSCAPE OF RISK MANAGEMENT
325PM 30 |ACROSS THE DEVICE LIFECYCLE
3:55PM 15 BREAK
Jamil Jaffer, Director, National Security Institute at George Mason University, Matt Eggers, Department of Commerce
4:10PM 30
Steve Abrahamson, Sr Director, Product Cyber Security at GE Healthcare; Ken Hoyme, Director of Product Security, Boston Scientific; Dr.
Joe Schneider, SVP (ret'd) CHIO, Indiana University Health; John C “Jack” Lewin MD, Chairman, Nat'l Coalition on Health Care & Founder
40P % Jand Principal, Lewin and Associates LLC; Chris Clark, Security Engineer, Synopsis; Tobey Clark CCE CHTM, Director, Technical Services
Partnership, University of Vermont: RECAP: THE BIG ISSUES AND WHAT CAN WE DO -FOR IMMEDIATE TERM IMPACT ON SAFETY NOW?
5:30PM 5  |THANK'YOUS & FAREWELL: DALE NORDENBERG, MDISS

END OF EVENT, 5:35PM WEDNESDAY, NOVEMBER 1ST

See any typos, problems, errors or omissions? Let me know at kurt.stammberger@mdiss.org

Thanks in advance for participating in MDISS FALL CONGRESS 2017!
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